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Abstract

Objectives: The aim of this paper is to analyze current
state of use of biometrics in computer security.

Methods: This paper provides an overview of the most
commonly used anatomical-physiological and behavioral
biometric identification methods.

Results: The result of the work will be a new set of me-
thods, which allows reliable identification of the user in the
most comfortable way.

Conclusions: These new principles of data security will
be used to enhance the protection of specialized health
record. This will contribute to expansion of generally con-
ceived EHR MUDR concept to other application areas.
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1 Introduction

Biometrics, biometric identification and verification
have been investigated since the early 80’s of the last cen-
tury. At the end of the 20th century first applications
began to emerge, especially in forensic practice where bio-
metrics was represented by automated processing of fin-
gerprints and palm prints found at a crime scene.

Nowadays, biometric methods are irreplaceable both
in the forensic sciences and in commercially available ap-
plications.

In this paper we analyze current state of use of
biometrics in computer security, especially the possibil-
ities of identification based on biometric data. Bio-
metric characteristics can be divided into anatomical-
physiological and behavioral [11 2].
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2 Anatomical-Physiological
Biometric Characteristics

The most frequently used anatomical-physiological
biometric characteristics in common practice are finger-
prints, palm prints, geometry of hand shape and scanning
of bloodstream patterns of the palm or the back of ones
hand.

2.1 Fingerprints and Palm Prints

Fingerprints and palm prints are based on the unique-
ness of ridge patterns [3]. Miniaturization of sensors and
processors allows the fingerprint-based biometric identifi-
cation for large commercial use.

In practice, fingerprints are often used for authentica-
tion of persons accessing to computers or communication
devices, for enhancement of protection of identification or
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Figure 1: Simplified diagram of the electronic sensors (according to [5]).

credit cards, for authorization to access buildings and for
protection of precious or dangerous devices from unautho-
rized use.

Interactive fingerprinting, which is now often imple-
mented in a variety of technical equipment, is done by
means of sensors. These sensors may be contact or con-
tactless and their functions can be based on different phy-
sical principles [4].

2.1.1 Contact fingerprint sensors

Contact sensors include optical, electronic, optoelec-
tronic, capacitive, pressure and temperature sensors.
Some of these sensor types will be described in detail be-
low. Main advantages and disadvantages of each method
are clearly shown in Table

Optical contact sensors Optical sensors are based on
FTIR technology (Frustrated Total Internal Reflection).
This means that a laser beam illuminates the bottom sur-
face of a finger that touches a transparent sensor plate.
Reflected light flux is then captured by a CCD (Charge-
Coupled Device) element. The amount of reflected light
depends on the depth of papillary lines and furrows. Pa-
pillary lines reflect more light than furrows.

Other optical sensors use a thick bundle of optical
fibers that are perpendicular to the plane of the sensor.
Here again, the method of exposure and reflection of light
flow is applied. Another type of sensors uses CMOS tech-
nology (Complementary Metal-Oxide-Semiconductor).

Electronic contact sensors Electronic sensors operate
on the principle of electric field between two parallel, con-
ductive and electrically charged plates (see Figure . If
the shape of the originally flat plate on top changes to
wavy (papillary lines and furrows), the shape of the elec-
tric field changes too. The upper plate of the sensor is
represented by surface of the skin that is connected to the
source reference electrical signal. The main advantage of
this sensor is that it does not scan only the surface of the

EJBI — Volume 7 (2011), Issue 1

skin but it scans deeper skin layers too. This means that
this type of sensor is resistant to dirt and possible damage
of the skin surface.

Optoelectronic contact sensors Optoelectronic sen-
sors consist of two layers. The upper layer is in contact
with the skin and it is able to emit light. This light is
captured in the second glass layer in which photodiodes
are sealed. These photodiodes convert the light into an
electrical impulse.

Capacitive contact sensors Capacitive sensors cap-
ture fingerprint by measuring electrical capacity (see Fi-
gure . Scanning sensor is composed of a large number
of scanning surfaces that are isolated from each other.
By touching the sensor, papillary lines bridge the conduc-
tive pads while furrows act as isolators. The shape of pa-
pillary drawing, therefore, modulates voltage and capaci-
tance drops between the conductive pads. These drops are
measured and they form a digitalized picture of papillary
drawing.

cross section of skin

furrow

protective cover of sensor
L I ] | |

k— metal pads

50 um

Figure 2: Simplified diagram of the capacitive sensors (accord-

ing to [5]).

These sensors are highly nonresistant to various types
of dirt that may significantly alter conductivity of the skin.

Pressure contact sensors Pressure sensors respond to
a pressure of papillary lines on the surface of sensor. The
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sensor surface is made of an elastic piezoelectric material
that transforms the pressure into an electrical signal and
thus creates a picture of fingerprint.

Temperature contact sensors Temperature sensors
react to temperature differences between papillary lines
and furrows. A great advantage of this sensor is that
temperature is an important factor that can tell whether
the scanned fingerprint belongs to a living person.

2.1.2 Contactless sensors for fingerprint

The best-known groups of non-contact sensors include
optical and ultrasound sensors. The advantages and dis-
advantages of these sensors are also included in Table [T}

Optical non-contact sensors The principle of optical
non-contact sensors is similar to the optical contact sen-
sors described above with only one difference. The beam
of light allows scanning from a distance of 3-5 cm.

The greatest advantage of this sensor is that it pre-
vents contamination caused by contact with dirty fingers.

Ultrasonic non-contact sensors Ultrasonic sensors
are based on a similar principle as the optical ones but
instead of a light beam a beam of short mechanical waves
(ultrasound) is being reflected from the skin surface (see
Figure[3]). This type of sensor eliminates all the disadvan-
tages of previous types of sensors explained above [G].

receiver of
the reflected

source
of signal

Figure 3: Simplified diagram of the ultrasonic sensors (accord-

ing to [9]).

2.2 Geometry of a Hand Shape

Another frequently used method is the geometry of
a hand shape, the essence of which is measurement of
lengths and widths of fingers, bones or joints of the hand
[7] (see Figure [4). The hand touches a horizontal scan-
ner that has special fixation pins. These ensure that the
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hand is always in the same position. The scanner cap-
tures one image from the top (perpendicularly to the sen-
sor board) and one image from the side. This generates
two monochrome images of "hand silhouette’.

At first, a user requiring evidence of his/her identity
enters his or her identification number (PIN) via keyboard
or he or she touches a magnetic stripe, a chip or a card to
a reader. Then the user puts his or her hand to a speci-
fied position according to visual instructions that are on
keyboard on the scanner [§]. Hand geometry scanners are
now common in many areas including healthcare.

Figure 4: The basic principle of hand geometry (according to

151

2.3 Scanning of the Bloodstream of the
Palm or the Back of Hand

Another method suitable for use in computer security
is scanning of the bloodstream of the palm or the back
of ones hand. A CCD camera, which is most commonly
used in this case, takes a picture of the hand and a specific
pattern of blood vessel distribution captured in the image
is then used to identify the person.

An unquestionable advantage of this method is that it
also verifies whether the tested object is alive. The scan-
ning runs in infrared band which is sensitive to tempera-
ture. This method takes advantage of the fact that blood
vessels in the body are warmer than their surroundings.
The scanned image is further processed in a similar way
as fingerprint (with the shape of vessels being compared).

Another advantage in comparison to scanning of hand
geometry is that it is not necessary to place a hand in the
scanner in the same position every time.

Other options for this method are to scan the blood-
stream of the palm or to perform non-contact scanning
of both the palm and the back of hand, which provides
a high level of hygiene unlike hand geometry scanning or
fingerprints [§].
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2.4 Scanning of a Face and its Parts

Instead of hands a face or a part of the face can be
used to identify a person as well. There are computer
programs that can recognize the human faces like human
brain does [9]. Face recognition is now typical especially
in criminology and there are many different methods and
algorithms used for these purposes.

This method can also be easily used to secure common
computing and telecommunication systems. Any stan-
dard video camera, which can be already found integrated
in many screens, is sufficient to take the image of the face.
The face scan can replace traditional password entry.

A great advantage of this method is that there is ab-
solutely no need for direct contact between the user and
the sensor [10].

However, face recognition can be further improved in
many ways. As an example, we can register signs of emo-
tions.

An interesting application of this method in IT secu-
rity suggests itself. Continuous face scanning during the
work with computer would make it possible to evaluate
whether it is still the same person accessing sensitive data.
Not only that this method secures the system at the time
of login, it can even protect the data later on, when the
authorized user, for example, leaves the unlocked terminal
for a period of time.

2.5 Scanning of the Iris or Retina

Recently, thanks to its simple implementation using
only conventional video systems, scanning of the iris or
retina is becoming a more widespread method of iden-
tification. Iris recognition is possible regardless of size,
location and orientation but it requires a complicated al-
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gorithm [I1]. This method is, therefore, usually used only
to ensure a high level of security [8].

A light beam is used to map the bloodstream in the
retina [I2]. A part of the beam is absorbed by the retina
while the other part is reflected. The special camera, that
is required for the scanning, is expensive and the scan-
ning process itself is not very user-friendly (many people
are afraid of the technology) [8].

3 Behavioral Biometric
Characteristics

Keystroke dynamics could be an interesting behavioral
biometric characteristic for use in computer security not
being widely used so far.

3.1 Keystroke Dynamics

Keystroke dynamics allows so-called continuous (dy-
namic) verification, which is based on the use of keyboard
as a medium of continuous interaction between user and
computer [I3]. This offers a possibility of continuous con-
trol over the whole time the computer is being used. This
method is useful in situations when there is a risk of leav-
ing a computer without control for a while [14].

The most common characteristic is the time of pressing
individual keys or the duration of the keypress. Another
possibility is to measure typing speed, frequency of errors,
style of writing capital letters or a force used to press the
keys. This latter type requires a special keyboard that
allows the force of the push to be measured. All other
methods can be evaluated by a special program without
any modification of hardware [15] [16].

Table 1: Comparison of contact and non-contact fingerprint sensors.

] Sensor

\ Advantages

\ Disadvantages

— not resistant to dirt

Optical contact sensors

— very quick
— user-friendly

— not hygienic
— don’t recognize living tissue

Electronic contact sensors

— resistant to dirt

— not hygienic

— very quick — don’t recognize living tissue
— user-friendly
Capacitive contact sensors — very quick — not resistant to dirt

— don’t recognize living tissue
— not hygienic

Temperature contact sensors

— recognize living tissue
— very quick

— not hygienic

Optical non-contact sensors

— resistant to dirt
— hygienic
— very quick

— don’t recognize living tissue

Ultrasonic non-contact sensors

— resistant to dirt
— hygienic
— very quick

— don’t recognize living tissue
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Table 2: Comparison of anatomical-physiological and behavioral biometric characteristics.

Sensor

\ Advantages

\ Disadvantages

Geometry of hand — resistant to dirt

— don’t recognize living tissue

of bloodstream — recognize living tissue
— hygienic

— resistant to dirt

shape — require scanning in the same position
— not hygienic
Contactless scanning | — don’t require scanning in the same position | — no possibility of continuous control

— resistant to dirt
— recognize living tissue

Scanning of the face

— don’t require scanning in the same position
— possibility of continuous control

— time-consuming

Scanning of iris — resistant to dirt

— user-friendly

— don’t require scanning in the same position

Scanning of retina — resistant to dirt

— don’t require scanning in the same position | — time-consuming

— not user-friendly

Keystroke dynamics | — user-friendly

— hardware-efficient

— possibility of continuous control

4 Comparison of the Methods

Most of current data security systems verify user’s au-
thorization to access the system only at the time of login.
In the case that the question of user identification is solved
only on the basis of biometric data, only one biometric
component (or just a few of them) is used for verification
in most cases.

An optimal solution should preferentially include the
methods mentioned in the introduction and emphasize
those of them, which will prove themselves long-time sta-
ble or the least disturbing for staff. The method must
be fast enough for the user. Hardware requirements and
required processing power will also be considered.

Table [1| shows the main advantages and disadvantages
of different types of contact and contactless sensors for
fingerprinting. All sensors for fingerprinting are relatively

quick and easy in comparison to other biometric methods.
The main differences are in resistance to dirt, which is
important for the following two reasons.

e The first one is that the sensor should be able to
work even when there is dirt on its surface or on the
surface of the finger that is being scanned.

e The second reason is, of course, the hygienic aspect.

The greatest benefit is sensor’s ability to distinguish
living tissue from dead or synthetic material. Then it be-
comes very resistant to possible abuse.

Table 2] displays main advantages and disadvantages of
other anatomical-physiological and behavioral characte-
ristics. Besides the aspects mentioned above, we com-
pared also the possibility of continuous authentication, the
need for scanning in the same position and difficulty/ease
of use.

en4l

Table 3: Comparison of methods in terms of stability of biometric characteristics and time-consuming.

Method \ Stability of biometric characteristics | Time-consuming
high = more than 80 %, high = more than 3 sec,
medium = more than 60 %, medium = less than 3 sec,
low = less than 60 % low = less than 1 sec

Fingerprint medium low

Geometry of hand shape medium medium

Scanning of bloodstream medium medium

Scanning of the face low high

Scanning of iris high medium

Scanning of retina high high

Keystroke dynamics low low

(©2011 EuroMISE s.r.o.
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Table [3] compares selected methods in terms of stabil-
ity of biometric characteristics and time-consumption.

Stability of biometric characteristics means how much
it changes over time. For example a human face can signi-
ficantly change, either naturally or under the influence of
a disease. In contrast to face, the retina does not change
and contains features unique for each person.

Data in the table are not accurate readings but empi-
rical estimates. The table shows that there is no method
that would be "ideal", i.e. would offer high stability of
biometric characteristics and low time consumption. Iris
scanning, which is currently not used in everyday practice,
is close to this ideal.

5 Application of Selected Methods
in Electronic Health Record
Security

The aim of this work is to propose a multifactor system
that will verify a number of biometric features simulta-
neously, thus ensuring greater reliability of identification
[I'7]. This will protect access to patient data in electronic
health record, which is conceptually based on the proposal
of Universal Electronic Health Record MUDR, see [18].

Security of patient data is one of the key issues in
telemedicine. It may appear that this is a standard solu-
tion using the principles of electronic record EHR MUDR.
But unlike our task, the concept of EHR MUDR record is
designed with respect to ordinary patient data, accessed
during everyday hospital operation.

Contrastingly, in the case of the electronic record of
personal identification ERPI, there will be much more sen-
sitive data related to the identification of individuals from
different perspectives. For this reason there is also a de-
mand for higher level of identification of persons accessing
the data.

With regard to the nature of such data it appears ne-
cessary to use some set of DLP (Data Loss Prevention)
allowing identification of the risks associated with the loss
of sensitive data and possible dynamic reduction of these
risks. Moreover, with regard to the type of sensitive iden-
tification data it is useful to have a resource that will allow
consecutive audit of the data.

Commercial solutions such as RSA [19] 20] or Web-
sense [2I] are available. These sets are designed to re-
duce the impact of potential risks, irrespective of whether
the data are stored in the datacenter, transmitted over
the network (network DLP) or processed in user terminal
equipment (DLP endpoint). This solution is particularly
interesting because in the Czech Republic there has not
yet been a deployment of DLP published in similar con-
text.
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6 Conclusion

The result should be a complex of new biometric iden-
tification methods that would allow reliable identification
of users in the most comfortable form. The final applica-
tion of these new principles of security will increase the
level of protection of specialized health record. Further-
more, the EHR MUDR concept will expand to other ap-
plication areas.

Acknowledgements

This work has been supported by the Ministry of Edu-
cation, Youth and Sports of the Czech Republic under the
project 1M06014 and by the project SVV-2011-262514 of
Charles University in Prague.

References

[1] Jain AK, Ross A. Introduction to Biometrics. In Jain AK,
Flynn P, Ross A. Handbook of Biometrics. Springer, 2008. pp.
122. ISBN 978-0-387-71040-2.

[2] Denning DE. Cryptography and Data Security. Addison-
Wesley, 1982. ISBN 0-201-10150-5.

[3] Herschel WJ. The Origin of Finger-Printing. Oxford University
Press, 1916. ISBN 978-1104662257.

[4] Cravotta N. Looking under the surface of fingerprint
scanners. EDN. 2000 [cited 2011 Aug 22]. Available from:
http://www.edn.com/article/507025-Looking under the
_surface of finger print scanners.php

[5] Rak R, Matyas V, Riha Z. Biometrie a identita clovéka: ve
forenznich a komerénich aplikacich. Grada, Praha; 2008.

[6] Bicz W et al. Fingerprint structure imaging based on an ul-
trasound camera. 2005 [cited 2011 Aug 22]. Available from:
http://www.optel.com.pl/article/english /article.htm

[7] Jain AK, Ross A, Pankanti S. A prototype hand geometry-
based verification system. In Second International Conference
on Audio and Video-based Biometric Person Authentication.
Washington DC, USA, 1999. pp. 166171.

[8] Jain A, Bolle R, Pankarti S. Biometrics: personal identifica-
tion in networked society. Kluwer Academic Publisher 1999.
Norwell, Massachusetts, USA.

[9] Brunelli R, Poggio T. Face Recognition: Features versus Tem-
plates. IEEE Trans. on PAMI, 1993. (15)10:1042-1052.

[10] Zhang D. Automated biometrics: technologies and systems.
Kluwer Academic Publisher, Boston; 2000.
[11] Daugman J. How iris recognition works. IEEE Transactions on
Circuits and Systems for Video Technology, 2004. 14(1):2130.
[12] Lichanska A. Retina and Iris Scans. Encyclopedia of Espi-
onage, Intelligence, and Security. The Gale Group, Inc. 2004.
[13] Bergadano F, Gunetti D, Picardi C. User authentication
through Keystroke Dynamics. ACM Transactions on Informa-
tion and System Security (TISSEC), 2002. 5(4):367-397.
[14] Gunetti D, Pikardi C. Keystroke analysis of free text. ACM
Transactions on Information and System Security 2005.
8(3):312-347.

(©2011 EuroMISE s.r.o.



Schlenker, Sarek — Biometric Methods for Applications in Biomedicine

[15]

[16]

(17]

18]

Ilonen J. Keystroke Dynamics. Advanced Topics in Informa-
tion Processing 2003 [cited 2011 Aug 22|. Lappeenranta Uni-
versity of Technology. Available from: http://www2.it.lut.fi
/kurssit/03-04/010970000/seminars/Ilonen.pdf

Monrose F, Rubin D. Keystroke dynamics as a biometric for
authentication. Future Generation Computer Systems 2002.
16(4):351-359.

Badr Y, Chbeir R, Abraham A, Hassanien AE (Eds.) Emer-
gent Web Intelligence: Advanced Semantic Technologies. 1st
Edition, 2010, XVI, 544.

Hanzlicek P, Spidlen J, Nagy M. Universal electronic health
record MUDR. Studies in health technology and informatics,
Amsterdam: IOS Press 2004, 105:190-201.

(©2011 EuroMISE s.r.o.

[19]

[20]

[21]

Young D. RSA Adaptive Authentication for Healthcare En-
vironments, online: http://www.rsa.com/products/consumer
/datasheets/10037 AAHC DS 0611.pdf

RSA, The Security Division of EMC: Security Solutions for
Business Acceleration [Internet]. 2010 [cited 2011 Aug 22].
RSA Data Loss Prevention (DLP) Suite. Available from:
http://www.rsa.com/node.aspx?id=3426

Websense Security Survey: Security Pros and Cons, on-
line:  http://www.websense.com/content/websense-security-
survey-security-pros-and-cons.aspx

EJBI — Volume 7 (2011), Issue 1

en43



	Introduction
	Anatomical-Physiological Biometric Characteristics
	Fingerprints and Palm Prints
	Contact fingerprint sensors
	Contactless sensors for fingerprint

	Geometry of a Hand Shape
	Scanning of the Bloodstream of the Palm or the Back of Hand
	Scanning of a Face and its Parts
	Scanning of the Iris or Retina

	Behavioral Biometric Characteristics
	Keystroke Dynamics

	Comparison of the Methods
	Application of Selected Methods in Electronic Health Record Security
	Conclusion

